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Activity Date
A. Issue of invitation to bid letter 6" May 2024
B. Pre-prequalification meeting There shall be a pre-prequalification

meeting on 16" May 2024 at 10:.00 AM
East Africa Time. Register on the link
http.//tiny.cc/cfssfi to attend the virtual
(online) meeting.

C. Request for clarifications Received no later than 16" May 2024.

D. Application closing date 31t May 2024 at 4:00 PM EAT
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Plot 7A, John Babiiha (Acacia) Avenue - Kololo 2 Email: info@fsduganda.or.ug
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LIST OF ACRONYMS

DE Digital Economy

FSD Uganda Financial Sector Deepening Uganda

MSMEs Micro, Small and Medium Enterprises

TA Technical Assistance

TORs Terms of Reference

UBA Uganda Bankers' Association

NITA-U National Information Technology Authority Uganda
CEH Certified Ethical Hacker

CISSP Certified Information Systems Professional
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INSTRUCTIONS TO PROVIDERS

Background

Uganda Bankers' Association (UBA) is the umbrella organization for licensed
commercial banks supervised by the Bank of Uganda. Established in 1981, UBA
currently comprises 35 members, including all 25 licensed Commercial Banks,
Uganda Development Bank, and East African Development Bank. In addition to
these primary members, UBA extends membership to other supervised financial
institutions (SFIs) under the associate membership category. Currently, there are
nine recognized associate members.

UBA member banks operate in a highly regulated and complex environment
where cyber security threats pose significant risks to their operations, customers,
and financial stability. Recognizing the critical need to mitigate these risks, the
Uganda Bankers' Association intends to engage consultants to provide cyber
forensics services to UBA member SFls on demand.

About FSDU

Financial Sector Deepening Uganda (FSD Uganda) is an independent not-for-
profit company committed to promoting greater access to and usage of financial
services in Uganda. FSD Uganda seeks to develop a more inclusive financial sector
with a focus on low-income individuals {particularly women) and Micro, Small and
Medium Enterprises (MSMEs).

FSD Uganda works with both public and private sector players to develop
sustainable improvements in the livelihoods of low-income individuals through
reduced vulnerability to shocks, increased incomes, and employment creation.
We support innovation, conduct research, help promote and improve policy, laws
and regulations that shape the financial sector in Uganda through targeted
Technical Assistance (TA) and grants. FSD Uganda is funded by the European
Union, The Mastercard Foundation and The Bill and Melinda Gates Foundation. In
addition, we are part of a network of eight other financial inclusion organisations
working in the Sub-Saharan region of Africa.

FSD Uganda's Digital Economy (DE) pillar, under which this intervention falls,
works with the public and private sector financial services providers to support
and promote the development of a conducive policy, legal and regulatory
environment, and efficient and effective financial markets infrastructure critical
to the delivery of financial services that facilitate inclusive growth.

Objectives

The objective of this prequalification exercise is to identify and select firms with
expertise in cyber forensics investigations.
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1.3. Eligible Applicants

1.3.1 An Applicant, and all parties constituting the Applicant, shall meet the following
criteria to be eligible to participate in this procurement:

a) the applicant has the legal capacity to enter into a contract;
b) the applicant is not:

i insolvent;

ii. in receivership;

iii. bankrupt; or

iv. being wound up
c) the applicant’'s business activities have not been suspended;
d) the applicant is not the subject of legal proceedings for any of the

circumstances in (b); and

e) the applicant has fulfilled his or her obligations to pay taxes and social
security contributions.

132 An Applicant shall be a natural person, private entity or any combination of them
with the formal intent to enter into an agreement or under an existing agreement
in the form of a joint venture, consortium or association. In the case of a joint
venture, consortium or association, unless otherwise specified in the Application
Submission Sheet, all parties shall be jointly and severally liable.

133 An Applicant and all parties constituting the Applicant shall have the nationality
of an eligible country. An Applicant shall be deemed to have the nationality of a
country if the Applicant is a citizen, or is constituted, incorporated or registered
and operates in conformity with the provisions of the laws of that country.

13.4 This criterion shall also apply to the determination of the nationality of proposed
subcontractors or providers for any part of the contract including related services.

135 Applicants shall not have a conflict of interest. All Applicants found to be in conflict
of interest shall be disqualified. Applicants shall be considered to have a conflict of
interest with one or more parties in this short-listing process, if they:

a) have controlling shareholders in common; or
b) receive or have received any direct or indirect subsidy from any of them; or
c) have the same legal representative for purposes of this application; or

d) have a relationship with each other, directly or through common third
parties, that puts them in a position to have access to information about or
influence on the application of another Applicant, or influence the decision
of FSD Uganda regarding this short-listing process; or

1.4. Cost of applying

141 The Applicant shall bear all costs associated with the preparation and submission
of its application, and FSD Uganda will in no case be responsible or liable for those
costs, regardless of the conduct or outcome of the prequalification process.

1.5. Clarification of Pre-qualification Document

151 A prospective applicant requiring any clarification of the prequalification
documents may notify the FSD Uganda in writing to the address indicated below.
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FSD Uganda will respond in writing to any request for clarification on the pre-
qualification document, which it receives no later than 16" May 2024. FSD
Uganda’s response will be copied to all applicants.

152  Pre-prequalification meeting. There shall be a virtual pre-prequalification meeting
on 16" May 2024 at 10:00 AM East Africa Time (EAT) on the link
http://tiny.cc/cfssfi. Applicants are advised to raise all questions, inquiries or
seek for clarifications regarding the procurement before or within the meeting
and FSD Uganda will provide responses to enable applicants to submit responsive
applications.

For clarification purposes only, FSD Uganda’s address is:
Chief Operations Officer,

Financial Sector Deepening Uganda (FSD Uganda)

Plot 7A, John Babiha (Acacia)-Kololo

P.O Box 608 Kampala Uganda

procurement@fsduganda.or.ug

1.6 Amendment of Prequalification Document

1.6.1 At any time prior to the deadline for submission of applications, FSD Uganda may
amend the pre-qualification document by issuing addenda.

162 Any addendum issued shall be part of the pre-qualification document and shall
be posted on our website and also communicated in writing to all who will have
obtained pre-qualification document.

1.6.3 To give prospective Applicants reasonable time to take an addendum into account in
preparing their applications, FSD Uganda, at its discretion, extend the deadline for
the submission of applications.
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2. PREPARATION OF APPLICATIONS

2.1 Language of Application

The Application prepared by the Applicant, as well as all correspondence and
documents relating to the Application exchanged by the Applicant and FSD
Uganda, shall be written in English. Supporting documents and printed literature
provided by the Applicant may be in another language provided they are
accompanied by an accurate translation of the relevant passages in English, in
which case, for purposes of interpretation of the Application, the translation shall
govern.

2.2 Establishing Applicant’s minimum Eligibility, Experience and Qualifications

221  The Applicant MUST provide as part of its Application, the documentary evidence
of the firm'’s; Certificate of incorporation, Trading license, Tax clearance certificate
and Powers of Attorney. In addition the applicant should provide a signed
application Submission Sheet and code of conduct in agreement of the provisions
therein (Forms Al - A7). Failure to provide the required information shall result in
disqualification.

Applicant should demonstrate at least 7 years’ experience in a related service. In
addition, the applicant should provide evidence of at least 3 contracts of similar
nature of work undertaken.

2.3 Format and Signing of Applications

231 The Application shall be typed in indelible ink and shall be signed by the
Applicant, or a person or persons duly authorized to sign the Prequalification
documents.
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3. SUBMISSION OF APPLICATIONS
31 Sealing and Labelling of Applications
312 Forapplication submission purposes only, FSD Uganda’s email address is:

procurement@fsduganda.or.ug

32 Deadline for Submission of Applications

321 Applications should be electronically submitted to the email address above, no
later than the date and time of the deadline below. The applications should be
submitted with all the required attachments as per the solicitation document. The
details in the email should state the firm submitting the application.

322 Applications must be received by FSD Uganda at the address specified no later
than 315t May 2024 at 16:00 EAT.

33 Late Applications
Any Application received after the deadline for submission of Applications
prescribed by the FSD Uganda will be rejected.
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OPENING AND EVALUATION OF APPLICATIONS

Opening of Applications

Opening of applications will be done by FSD Uganda and will record all the
relevant Applicants information at this stage.

Evaluation of Applications:

FSD Uganda will carry out the evaluation of applications on the basis of their
responsiveness not limited to the areas below on a qualified (Q) or not qualified
(NQ) basis for preliminary requirements:

» |Legal Status (Form A7)

=  Evaluation requirements given in FORM A2 (4) required for each member of
the joint venture where applicable.

= Evaluation requirements given in application checklist.

Technical Evaluation: Technical evaluation of applications will consider the
following documents and information:

a) Methodology for performing the services;

b) A detailed work plan, showing start date and completion date (showing key
milestones) the inputs of all key staff and achievement of deliverables;

c) Copies of previous contracts of similar projects worked with in the past 6 years;

d) CVs of key staff; The Team Leader should have a minimum of seven (7) years in
cyber security domain, preferably with a background in conducting cyber risk
assessments, vulnerability assessments, and digital forensic investigations for
financial institutions.

e) Asummary of the firm's experience in similar assignments.

f) Experience and qualifications of the Firm as contained in the terms of
reference.

g) The firm's comments or suggestions on the terms of reference (TORs) and
appreciation of the assignment - the objectives, tasks and deliverables.

Technical Criteria: Applications shall be awarded scores out of the maximum

number of points as indicated in below.

T ———

e At least 7 years of Demonstrable experience in conducting | 25
cyber risk assessments, vulnerability assessments, digital
forensic investigations, and IT infrastructure audit for
financial institutions with at least three (3) assignments of
similar type, scope, and nature.

e Expertise in Cyber Security technologies, tools, and |10
methodologies relevant to the banking and financial services
sector.

e Familiarity with regulatory requirements and industry
standards related to Cyber Security in the banking sector and
in particular adherence to legal and regulatory requirements
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governing digital evidence collection, preservation, and
chain of custody.

e Familiarity and skills in data privacy in line with the Uganda | 5
Data Protection and Privacy Act, 2019 e.g. GDPR principles or
equivalent

Sub Total 40

Minimum of seven (7) years in cyber security domain, cyber risk | 5
assessments and digital forensic investigations

e A Minimum of 5 years of hands-on experience in cyber | 20
forensics and IT Infrastructure audits, including thorough
investigations and analysis of cyber security incidents,
breaches, or suspicious activities within financial institutions.

e Qualified personnel with certifications such as Certified
Information Systems Security Professional (CISSP), Certified
Ethical Hacker (CEH), Certified Information Systems Auditor
(CISA), or equivalent.

e Proven track record of delivering cybersecurity solutions and
services to financial institutions.

e Certifications in security standards like 1SO27001, PCI-DSS
Certifications for the banking sector would be an added
advantage.

e Qualified personnel with skills in Software Security testing, | 5
experience in firewall software configuration, encryption
software, network security, enterprise security solutions, web
secure gateways, Web Application Firewalls, or equivalent.

e Strong communication and reporting skills, essential for
effectively communicating findings and recommendations
to stakeholders.

Subtotal for the team Composition 30

a) Technical approach and methodology (demonstration of | 30
clear understanding of TORs and how to go about handling
of cyber forensics services as and when needed)

Sub-total for the Adequacy of methodology 30
The marks required to pass the technical evaluation is 75%.

42.4 Prequalified/ shortlisted applicants: The best evaluated applicants shall be the six
(6) firms with the highest technical score and shall be recommended for
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prequalification/ shortlisting. FSD Uganda shall notify all the evaluated
applicants the outcomes of the evaluation process.

425 Right to Review: Consultants may seek administrative review by the Executive
Director if they are aggrieved with the decision of FSD Uganda within the
timeframe stipulated in the notification of bid award email.

426 Proposal preparation costs. Costs incurred in the preparation of the proposal shall
be borne by the consultant. FSD Uganda is not bound to award the tender to the
lowest bidder.

427 Any application that fails to meet the requirements in 4.2.1 will be considered
unsuitable and shall be rejected at this stage.

43 Clarification of Applications

431 During evaluation of the Applications, FSD Uganda may, at its discretion, ask the
Applicant for clarification of its application. A request for clarification shall be
sighed and sent to a bidder by the Chairperson of the evaluation committee and
all requests for clarifications shall be copied to all bidders for information purposes
only and noted in the evaluation report.

4.3.2 An applicant shall be instructed to reply to clarifications in writing within a specified
time.

4,33 Failure of an applicant to respond to a request for clarification may result in the
rejection of its bid.

4.4 Confidentiality

441 Information relating to the evaluation of applications, and recommendation for
prequalification, shall not be disclosed to Applicants or any other persons not
officially concerned with such process until the notification of prequalification is
made to all Applicants.

4.42 From the deadline for submission of applications to the time of notification of the
results of the prequalification, any Applicant that wishes to contact FSD Uganda
on any matter related to the prequalification process, may do so but only in
writing.
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PREQUALIFICATION/ SHORT LISTING

Notification to the Prequalified Applicants
FSD Uganda will notify all Applicants in writing that they have been prequalified.

Inspection

The FSD Uganda reserves the right to conduct a physical inspection of the
premises of the Applicant at its own cost and discretion. FSD Uganda reserves the
right to verify all information submitted.
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FORM Al: APPLICATION SUBMISSION SHEET

Date: [insert day, month, year]

To:

Financial Sector Deepening Uganda

Plot 7A John Babiiha (Acacia) Avenue -Kololo
P O Box 608, Kampala Uganda

Kampala, Uganda.

We/l, the undersighed declare that:
(@) We/l have examined and have no reservations to the prequalification document.

(b) We/l hereby apply to be pre-qualified for the provision of Cyber Forensic Services to
Supervised Financial Institutions (SFls) and to Conduct an IT Infrastructure Audit of
the UBA Private Cloud Environment.

(c) We/l, including any subcontractors or providers for any part of the contract or
contracts resulting from this prequalification process, are eligible to participate in
public procurement;

(d) We/l undertake to abide by the Code of Ethical Conduct for Providers and Providers
during the procurement process and the execution of any resulting contract;

(e) We/l, including any subcontractors or providers for any part of the contract or
contracts resulting from this prequalification process, have nationals from the
following eligible countries [insert the nationality of the Applicant, including that of
all parties in case of a joint venture and the nationality of any subcontractors, if
applicable],

(f) We/l, including any subcontractors or providers for any part of the contract or
contracts resulting from this prequalification process do not have any conflict of
interest, and are not associated, nor have been associated in the past, directly or
indirectly, with the consultant or any other entity that has prepared the terms of
reference, and scope of work for the Services;

(g) We/l, our affiliates or subsidiaries, including any subcontractors for any part of the
contract or contracts resulting from this prequalification process, have not been
suspended by the Public Procurement and Disposal of Public Assets Authority in
Uganda from participating in public procurement;

(h) We/l understand that you may amend the scope and value of any contracts to be
application or cancel the prequalification process at any time and that you are neither
bound to accept any application that you may receive nor to invite the prequalified
applicants to bid for the contract or contracts, which are the subject of this

prequalification, without incurring any liability to the Applicants;
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() We/l understand that qualification information may be subject to verification
through a post-qualification or due diligence process prior to any award of contract;

() We/l hereby authorise you and your authorised representatives, to conduct any
enquiries or investigations to verify the statements, documents and information
submitted in connection with this application and to seek clarification from our
bankers and clients regarding any financial and technical aspects. This Application
Submission Sheet will also serve as authorisation to any individual or authorised
representative of any institution referred to in the supporting information to provide
such information deemed necessary and as requested by yourselves to verify
statements and information provided in this application.

Signed: [signature of person whose name and capacity are shown below]
Name: [insert complete name of person signing the application]
In the capacity of [insert legal capacity of person signing the application]

Duly authorised to sign the application for and on behalf of: [insert complete name of
Applicant/Joint Venture]

Dated on ____dayof [insert date of signing]
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FORM A2: APPLICANT INFORMATION SHEET

STRUCTURE AND ORGANIZATION

Name of Company
[insert full legal name]

Physical address:
[insert street/ number/ town or city/ country]

Postal address:

Telephone number:

Telefax number:

Email:

Description of the Company’s activities:

Number of years of experience in the provision of the services described in (2) above

In case of a Joint Venture, the following documentation shall be required for each

member of the joint venture:
a. a copy of the Bidder's Trading license or equivalent;

a copy of the Bidder’s Certificate of Registration or equivalent;

a copy of the Bidder's income tax clearance certificate or equivalent;

a copy of the Bidders VAT registration or equivalent;

Power of Attorney of the signatory(ies) of the bid authorising signature of the

bid on behalf of the joint venture; and

f. acertified copy of the Joint Venture Agreement, which is legally binding on all
partners, showing that all partners shall be jointly and severally liable and one
of the partners will be nominated as being in charge, authorised to incur
liabilities, and receive instructions for and on behalf of any and all partners of
the joint venture.

® Q0T

The Applicant’s authorised representative for information is:
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Name: [insert full legal name]
Address: [insert street/ number/town or city/ country]

Telephone/Fax numbers: [insert telephone/fax numbers, including country and city
codes]

E-mail address: [indicate e-mail address]

Describe your company's ability to mobilise for the services applied for. If some of
the services are outsourced, state the source (companies and their location).

What is the time schedule of providing and completing the services being applied
for?

Please indicate here or attach an organization chart showing the company
structure including key personnel

What are the specific types of equipment/vehicles that the company is certified to
work on in case of Applicant for maintenance services? (E.g. Motor vehicle,
equipment maintenance, etc.)

Please indicate the additional services that the company can provide e.g. mobile
repair, vehicle breakdown, pickup service, consultancy services, etc.
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FORM A3: FINANCIAL STATEMENT

1. Share capital
e Authorized share capital:
2. Annual value of business under taken in the last two years;

Year
Turn over

3. Approximate value of current work related to this type of services.

4. Please attach copies of the company's audited accounts for the past two years
(profit/loss, assets/liabilities) and any financial data, which you consider to be useful
in the prequalification. Please list all the attachments below.

5. Name and address of Bankers from which references can be obtained and
authority to seek references.
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FORM A4: RESOURCES: PERSONNEL

1. Number of staff

. Management staff:
" Technical staff:
. Support staff:

2. Please list the present key personnel and management staff. Please attach the
Curriculum Vitae for the key personnel and management staff

Name Qualification Years of relevant

experience




Solicitation document for Prequalifying Potential Providers B

FORM AS5: RESOURCES: PROVIDERS EQUIPMENT AND
FACILITIES

Based on the information provided in the prequalification documents, please indicate
equipment and facilities considered by your firm to be necessary for undertaking the
services applied for and whether this is already in the company’'s ownership or will be

purchased.

The following facilities and infrastructure are available at the Applicants premises:
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FORM  AG: EXPERIENCE: RELEVANT PROJECTS
COMPLETED
Please fill in information about the relevant contracts completed over the past seven
years.
Name Employer Description of | Total Contract | Date of Completion
Contract Price

The applicant MUST attach evidence of performance of the above contracts in the form
of reference letters from the clients. This is applicable for both completed and current
similar assignments.

EXPERIENCE: CURRENT RELEVANT CONTRACTS

Please fill in information about the current relevant contracts being executed.

Name Description of | Contract Value completed and certified
Employer Contract Price
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FORM A7: LEGAL STATUS

Enclose a copy of the Memorandum and Articles of Association or its equivalent.
A separate list of Directors/Partners/Proprietors should be attached. A joint
venture agreement should be attached where applicable.

Enclose a copy of the Certificate of Incorporation or its equivalent.

Enclose a copy of the Power of Attorney to the signatory of the prequalification
application/ documents registered by the Registrar of Companies or written
authorization to submit the application.

Enclose an Income Tax Clearance Certificate addressed to the FSD Uganda, for
this particular purpose. FSD Uganda shall only accept original income tax
clearance certificates.

e Attach a copy of VAT Registration Certificate for Ugandans.

Please enclose a copy of a Trading License for the previous year 2023 and the
current year 2024.
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ANNEX 1: CODE OF ETHICAL CONDUCT IN BUSINESS FOR
BIDDERS AND PROVIDERS
Ethical Principles

Bidders and providers shall at all times-
(@) maintain integrity and independence in their professional judgment and conduct;
(b) comply with both the letter and the spirit of-
i. thelaws of Uganda; and
ii. any contract awarded.
(c) avoid associations with businesses and organisations which are in conflict with
this code.

Standards

Bidders and providers shall-

(@) strive to provide works, services and supplies of high quality and accept full
responsibility for all works, services or supplies provided,

(b) comply with the professional standards of their industry or of any professional
body of which they are members.

Conflict of Interest

Bidders and providers shall not accept contracts which would constitute a conflict of
interest with, any prior or current contract with FSD Uganda. Bidders and providers
shall disclose to all concerned parties those conflicts of interest that cannot
reasonably be avoided or escaped.

Confidentiality and Accuracy of Information

(1) Information given by bidders and providers in the course of procurement processes
or the performance of contracts shall be true, fair and not designed to mislead.

(2) Providers shall respect the confidentiality of information received in the course of
performance of a contract and shall not use such information for personal gain.

Gifts and Hospitality

Bidders and providers shall not offer gifts or hospitality directly or indirectly, to staff of
FSD Uganda that might be viewed by others as having an influence on a government
procurement decision.

Inducements
(1) Bidders and providers shall not offer or give anything of value to influence the
action of a public official in the procurement process or in contract execution.
(2) Bidders and providers shall not ask a public official to do anything which is
inconsistent with the Act, Regulations, Guidelines or the Code of Ethical Conduct
in Business.

Fraudulent Practices
Bidders and providers shall not-
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(@) collude with other businesses and organisations with the intention of depriving
FSD Uganda of the benefits of free and open competition;

(b) enter into business arrangements that might prevent the effective operation of
fair competition;

(c) engage in deceptive financial practices, such as bribery, double billing or other
improper financial practices;

(d) misrepresent facts in order to influence a procurement process or the execution
of a contract to the detriment of FSD Uganda; or utter false documents;

(e) unlawfully obtain information relating to a procurement process in order to
influence the process or execution of a contract to the detriment of the PDE;

(fy withholding information from the PDE during contract execution to the
detriment of the PDE.

AV =Y L agree to comply with the above code of ethical conduct in
business.
AUTHORISED SIGNATORY NAME OF APPLICANT
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ANNEX 2: STATEMENT OF REQUIREMENTS

Prequalifying Potential Firms to Provide Cyber Forensic Services to Supervised
Financial Institutions (SFls)

6 Terms of Reference

6.1 Background and Context

Uganda Bankers' Association (UBA) is the umbrella organization for licensed
commercial banks supervised by the Bank of Uganda. Established in 1981, UBA
currently comprises 35 members, including all 25 licensed Commercial Banks,
Uganda Development Bank, and East African Development Bank. In addition to
these primary members, UBA extends membership to other supervised financial
institutions (SFls) under the associate membership category. Currently, there are
nine recognized associate members.

UBA member banks operate in a highly regulated and complex environment
where cyber security threats pose significant risks to their operations, customers,
and financial stability. Recognizing the critical need to mitigate these risks, the
Uganda Bankers' Association intends to engage consultants to provide cyber
forensics services to UBA member SFIs on demand. This TOR outlines the
requirements and expectations for the consultancy.

6.2 About FSDU

Financial Sector Deepening Uganda (FSD Uganda) is an independent not-for-
profit company committed to promoting greater access to and usage of financial
services in Uganda. FSD Uganda seeks to develop a more inclusive financial
sector with a focus on low-income individuals (particularly women) and Micro,
Small and Medium Enterprises (MSMESs).

FSD Uganda works with both public and private sector players to develop
sustainable improvements in the livelihoods of low-income individuals through
reduced vulnerability to shocks, increased incomes, and employment creation.
We support innovation, conduct research, help promote and improve policy, laws
and regulations that shape the financial sector in Uganda through targeted
Technical Assistance (TA) and grants. FSD Uganda is funded by the European
Union, The Mastercard Foundation and The Bill and Melinda Gates Foundation.
In addition, we are part of a network of eight other financial inclusion
organisations working in the Sub-Saharan region of Africa.

FSD Uganda's Digital Economy (DE) pillar, under which this intervention falls,
works with the public and private sector financial services providers to support
and promote the development of a conducive policy, legal and regulatory
environment, and efficient and effective financial markets infrastructure critical
to the delivery of financial services that facilitate inclusive growth.
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6.3 Assignment objectives

The objective of this prequalification exercise is to identify and select consultants
with expertise in cyber forensics investigations and IT Infrastructure audit to
provide services to UBA member banks as well as the financial services
stakeholders. The selected consultants will be tasked with:

a) Offering comprehensive cyber forensics solutions to enhance the cyber
security posture of UBA member banks and safeguard against cyber threats.

b) Conducting thorough investigations and analysis of cyber security incidents,
breaches, or suspicious activities to identify root causes, perpetrators, and
impact on the banks' systems and data.

6.4 Scope of work

The scope of services to be provided by the consultants shall include, but not be
limited to, the following:

a) Conducting cyber risk assessments and vulnerability assessments for
UBA member banks.

b) Conducting digital forensic investigations in the event of cybersecurity
breaches and incidents, including data breaches, malware attacks, insider
threats, and unauthorized access.

c) Collecting, preserving, and analysing digital evidence from various
sources, including servers, networks, endpoints, and logs.

d) Performing forensic analysis using industry-standard tools and
techniques to reconstruct events, identify vulnerabilities, and assess the
extent of damage.

e) Documenting findings, analysis, and conclusions in detailed forensic
reports with recommendations for remediation and prevention.

f) Providing expert testimony and support in legal proceedings, regulatory
investigations, or law enforcement inquiries as needed.

g) Implementing cyber incident response plans and providing ongoing
support during cyber incidents.

h) Delivering training and workshops to financial services personnel on
Cyber Security best practices, incident response procedures, and
evidence handling protocols.

i)  Conducting Penetration tests which helps to proactively identify and
address security weaknesses before they can be exploited by malicious
actors.

j) Conducting an IT Infrastructure Audit of the UBA Private cloud
infrastructure to ensure security, efficiency, and reliability of the UBA
Private cloud environment.
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Expected deliverables.

Comprehensive Cyber Forensics solutions proposal: Prequalified firms to
submit a detailed application proposal outlining their comprehensive
cyber forensics solutions tailored to enhance the cyber security posture of
UBA member banks and financial services stakeholders. This proposal
should include methodologies, tools, and techniques for identifying,
analysing, and mitigating cyber threats across various attack vectors.
Incident Investigation and Analysis Report Template: Prequalified firms
should provide a standardized template for reporting cyber security
incidents, breaches, or suspicious activities. This template should outline
the necessary sections for documenting the findings of thorough
investigations, including root causes, perpetrators, impact assessment on
the banks' systems and data, and recommendations for remediation and
prevention.

Service Level Agreement (SLA) Framework: Firms are required to propose
a comprehensive Service Level Agreement (SLA) framework defining the
terms, conditions, and expectations for the delivery of cyber forensic
services to UBA member banks and financial services stakeholders. This
SLA should outline key parameters such as response times,
communication protocols, escalation procedures, and performance
metrics to ensure the timely and efficient handling of cyber security
incidents.

Timeframe of the consultancy and delivery

The prequalified/ shortlisted firms shall enter in the consultancy contracts.
The consultancy and delivery timeframe will vary depending on the nature
of the services.

Cyber Forensic services for Supervised Financial Institutions: As this is a
prequalification exercise, there is no specific timeframe for delivery.
Instead, it will be conducted as needed, tailored to the specific
requirements of the financial institutions as they arise.

Experience and Qualifications of the Firm

Interested consultants must meet the following criteria to be prequalified
for providing cyber forensics to UBA member banks and financial services
stakeholders:

At least 7 years of Demonstrable experience in conducting cyber risk
assessments, vulnerability assessments, digital forensic investigations, and
IT infrastructure audit for financial institutions with at least three (3)
assignments of similar type, scope, and nature.
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= Expertise in Cyber Security technologies, tools, and methodologies
relevant to the banking and financial services sector.

= Proven track record of delivering cybersecurity solutions and services to
financial institutions.

=  Familiarity with regulatory requirements and industry standards related
to Cyber Security in the banking sector and in particular adherence to
legal and regulatory requirements governing digital evidence collection,
preservation, and chain of custody.

=  Familiarity and skills in data privacy in line with the Uganda Data
Protection and Privacy Act, 2019 e.g. GDPR principles or equivalent

6.8 Confidentiality
All information contained in this TORs is provided on a strictly confidential
basis, solely for the use of prospective consultants intending to supply
services for the above assignment. It is a condition that the potential
consultant shall:

= Take all reasonable measures to protect this confidentiality and avoid the
unauthorized use, disclosure, publication, or dissemination of confidential
information.

= Not use this information other than for the purposes of preparation of a
proposal

= Notdisclose, publish, or otherwise reveal any of the information contained
herein except with specific prior written authorization of FSD Uganda.

6.9 Reporting and Payments schedule
The direct supervision of the assignment will be done by the Uganda
Bankers Association (UBA) at the following address:

Uganda Bankers Association (UBA),

Plot 2702 Block 244, Nyangweso Road-Off Kironde Rd, Tank hill
Muyenga,

P.O. Box 8002, Kampala.

6.10 Copyright
All materials arising out of the consultancy shall remain the property of FSD
Uganda.

6.1 Submission of the proposal
Proposals should be submitted electronically to
procurement@fsduganda.or.ug not later than 31t May 2024, 4PM EAT.
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Application Checklist

Complete this form with all the requested details and submit it as
the second page after the application Submission sheet of your
application. Kindly populate the check list and ensure that it is
signed off by the authorized representative.

Checklist for Application Submissions (to be completed and returned with
the application)

Name of Bidder:

Submission
Description of requirements status
(Yes/No)

Comment
S

Preliminary eligibility requirements
(Consulting firms)

Certificate of Incorporation/ Registration or an
equivalent.

A copy of the Bidder's current Trading Licence
(2023 and 2024) or equivalent

Evidence of fulfiiment of obligations to pay taxes
(Transaction tax clearance certificate) (2023) or
equivalent

Administrative requirements

Adherence to the bid validity period of 31
December 2024

Signed Code of Ethical Conduct in Business for
Bidders and Providers;

Power of attorney registered with the registrar of
documents if signed in Uganda or a notarised
power of attorney if signed outside Uganda.

if this is not available at the time of submitting
application, the applicant might be requested to
submit it if they emerge among the suceuuu
prequalified firms the Best evaluated bidder
(BEB), else FSD Uganda might enter into a
contract with the second BEB.

Submission of a password protected financial
application.

Signed Application Submission Sheet.

Notes

If for any reason, a requirement has not been provided, kindly provide a reason
why it has not been provided.
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Please note that the description of requirements is the table above is not
exhaustive. Due care should be exercised by applicants to include all the
evaluation requirements stated herein the prequalification application

document.

Application | Authorised By:

Signature: Name

Position: Date:

(DD/MM/YY)

Authorised for and on behalf of:

Company

Address:




