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Landscape in Uganda’s Financial services Sector.

30 January 2025
Dear Sir/Madam,
RE: Letter of invitation

1. Financial Sector Deepening (FSD) Uganda would like to procure Consultancy services to
provide a Comprehensive assessment of the Cyber & Fraud Risk Landscape in Uganda’s
Financial services Sector.

2. FSD Uganda invites consultants to submit electronic proposals for the provision of the above
services.

w

Bidding will be conducted in accordance with the method of Open tendering.

4. You may obtain further information through the email address: procurement@fsduganda.or.ug
from 8:00 am to 4:00 pm for a period of three working days from the date of issue of the Request
for Proposal (RFP).

5. The consultant should explicitly demonstrate an understanding of the terms of reference and
the assignment.

6. Proposals must be electronically delivered to the email address below at or before 4:00 PM

East Africa Time (EAT) on 26 February 2025. Late proposals shall be rejected.

Email: procurement@fsduganda.or.ug

7. Clarifications may be requested through the email address in 4, and 6 above not later than three
(3) working days from the date of issue of this RFP.

8. The planned procurement schedule (subject to changes) is as follows:

Activity Date
A. Issue of invitation to bid letter 30 January 2025
B. Request for clarifications Deadline for requesting for clarifications is 7 February
2025.
C. Proposal closing date 26 February 2025 at 4:00 PM EAT
Signature:

Sarah Byabazaire
Chief Operations Officer
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List of acronyms

AMFIU
AML
BoU
C-SOC
DPP
EAT
FIA
FS-AFC
FSDU
ICT
ISO
KYC
NIST
PSOs
PSPA
SFI
UBA
UMRA

Association of Microfinance Institutions of Uganda
Anti-Money Laundering

Bank of Uganda

Cyber Security Operations Centre

Directorate of Public Prosecutions

East African Time

Financial Intelligence Authority

Financial Sector Anti-Fraud Consortium
Financial Sector Deepening Uganda
Information and Communication Technology
International Organization for Standardization
Know Your Customer

National Institute of Standards and Technology
Payment Systems Operators

Payment Service Providers’ Association
Supervised Financial Institution

Uganda Bankers’ Association

Uganda Microfinance Regulatory Authority
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1 Proposal Procedures

1.1 Instructions to consultants.

Preparation of Proposals: You are requested to submit separate technical and financial
proposals, as detailed below. The standard forms in this Request for Proposal may be retyped
for completion but the consultant is responsible for their accurate reproduction.

Preparation of Technical Proposals: Technical proposals should contain the following
documents and information:

1. The Technical Proposal Submission Sheet.

2. Methodology for performing the services.

3. A detailed work plan, showing start date and completion date (showing key milestones)
the inputs of all key staff and achievement of deliverables.

4. Copies of previous contracts of similar projects worked with in the past 5 years.

5. CV of The Team Leader for firm should have a minimum of master’s degree or equivalent

in Technology, Computer science, Information Security, Cyber Security or any other

relevant discipline. The team leader should have a minimum of 10 years demonstrated

experience in cyber security domain, cyber risk assessments, digital forensic and fraud risk

assessments.

The consultant’s experience in similar assignments.

The consultant’'s comments or suggestions on the terms of reference (TORs) and

appreciation of the assignment — the objectives, tasks, and deliverables.

No

Preparation of Financial Proposals: Financial proposals should contain the following documents
and information:
1. The Financial Proposal Submission Sheet; and

2. A copy of the breakdown of Lump Sum Price form for each currency of your proposal,
showing all costs for the assignment, broken down into fees, reimbursables and
miscellaneous costs.

Validity of Proposals: Proposals must remain valid until 31 May 2025.

Submission of Proposals: Proposals should be electronically submitted to the email address
below, no later than the date and time of the deadline below. The technical and financial proposals
should be submitted in separate email attachments with the subject clearly specified with the
Subject of procurement and its Reference Number above, and documents labelled either
“Technical Proposal” or “Financial Proposal” as appropriate. The details in the email should state
the consultant submitting the proposal. Any proposal received by FSD Uganda after the deadline
for submission of proposals shall be declared late, rejected, and shall not be considered in
subsequent stages of the procurement. The financial proposal should be password protected.
FSD Uganda shall request for the password at an appropriate time.

Date of deadline: 26 February 2025
Time of deadline: 4:00 pm EAT.
Email: procurement@fsduganda.or.ug

Opening of Proposals: The Technical Proposals will be opened by FSD Uganda.
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Evaluation of Proposals: The Quality based evaluation methodology shall be used in the
evaluation of the Proposals as detailed below:

1. Preliminary examination to determine eligibility (as defined below) and administrative
compliance to this Request for Proposal on a pass/fail basis;

2. Detailed Technical evaluation with a pass mark of 75%; and
3. Financial negotiations with the bidder who has attained the highest technical score.

Eligibility Criteria: You are required to meet the following criteria to be eligible to participate in
the procurement exercise:

1. have the legal capacity to enter into a contract;

not be insolvent, in receivership, bankrupt or being wound up or subject to legal
proceedings for any of these circumstances;

not have had your business activities suspended;

have fulfilled your obligations to pay taxes;

have the nationality of an eligible (defined in the proceeding section) country; and
not to have a conflict of interest in relation to this procurement requirement.

n

o 0k w

Preliminary Examination: You are required to submit the following in order to be eligible to
participate in the procurement exercise:

1. Certificate of Incorporation/ Registration or an equivalent;

2. A copy of the Bidder’s current Trading Licence (2025) or equivalent

3. Evidence of fulfilment of obligations to pay taxes (Transaction tax clearance certificate)
(2025) or equivalent;

Administrative compliance criteria. The consultants must adhere to the following to be
considered administratively compliant. This will be evaluated on a pass/fail basis:

1. Adherence to the bid validity period of 31 May 2025.

2. Signed Code of Ethical Conduct in Business for Bidders and Providers;
3. Signed Technical proposal Submission Sheet;
4

Power of attorney registered with the registrar of documents if signed in Uganda or a
notarised Power of Attorney if signed outside Uganda. If this is not available at the time
of submitting a bid, a bidder might be requested to submit one if they emerge as the
Best evaluated bidder (BEB), else FSD Uganda might enter into a contract with the
second BEB ; and

5. Submission of a password protected financial proposal (soft or electronic copy).

Nationality of Personnel: All personnel employed under any resulting contract shall have the
nationality of an eligible country to conduct business in Uganda.

All countries are eligible, unless as a matter of law or official regulation, the Government of
Uganda prohibits commercial relations with that country or by an act of compliance with a decision
of the United Nations Security Council taken under Chapter VII of the Charter of the United
Nations, the Government of Uganda prohibits any import of Supplies from that country or any
payments to persons or entities in that country.

Technical Criteria: Proposals shall be awarded scores out of the maximum number of points as
indicated in below.
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G RN B

Demonstrate expertise in Cybersecurity and Fraud Risk Assessment: A
minimum of 10 years of demonstrated experience in conducting comprehensive
cybersecurity and fraud risk assessments within the financial sector. The
consultant must submit recommendation letters from current and/or previous
clients or contracts as proof of evidence to have executed the assignment.

Evaluation Criteria: Clarity and relevance of the consultant's understanding of
Uganda’s financial sector, as demonstrated through prior work or submitted
evidence.

15

Industry Knowledge: In-depth knowledge of the financial services sector in
Uganda, including familiarity with relevant regulations, compliance requirements,
and industry best practices. The consultant should also demonstrate their
knowledge on challenges and opportunities related to cyber security and fraud risk
management. (10 marks)

10

Expertise in cyber security technologies, tools, and methodologies relevant to the
banking and financial services sector. (4 marks)

Knowledge of capacity building strategies including training program development
and certification alignment. Expertise in conducting skills gap analyses and
competency mapping. (3 marks)

Familiarity with regulatory requirements and industry standards related to cyber
security in the banking sector and in particular adherence to legal and regulatory
requirements governing digital evidence collection, preservation, and chain of
custody. (3 marks)

Evaluation Criteria: Depth of knowledge and practical application of advanced
cybersecurity solutions in previous assignments.

10

Stakeholder Engagement Skills: Experience working with various stakeholders,
including financial institutions, industry associations, regulatory bodies, and law
enforcement agencies on at least 3 assignments of a similar type, scope and
nature. (5 marks)

Evaluation Criteria: Demonstrated ability to build and manage effective
relationships across a variety of stakeholders, as evidenced by documentation.

Sub Total

General qualifications of the team leader/ Cyber & fraud risk consultant. The
lead consultant or team leader must have a minimum of a master’s degree or
equivalent in Technology, Computer science, Information Security, Cyber Security
or any other relevant discipline. (2 marks)
= The team leader must have certification Cyber Security and fraud risk
management such as Certified Fraud Examiner (CFE), Certified Anti-
Money Laundering Specialist (CAMS), Certificate in Fraud Risk
Management (CFRM), Certified in Financial Forensics (CFF),Certified
information systems security professional (CISSP), Certified Information
Security Manager (CISM), Certified Ethical Hacker (CEH), Certified
Information Systems Auditor (CISA) or an equivalent. (3 marks)

40
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= Certifications in security standards and frameworks that are specific to the
financial services industry like ISO27001, PCI-DSS Certifications for the
banking sector would be an added advantage.

Suitability for the assignment 10
The team Leader must have a minimum of ten (10) years demonstrated
experience in cyber security domain, cyber risk assessments, digital forensic and
fraud risk assessments. (5 marks)

In addition, the Team Leader must demonstrate:

= Experience with various stakeholders, including financial institutions,
industry associations, regulatory bodies, and law enforcement agencies
(2marks)

= Experience in conducting a thorough evaluation of the cybersecurity and
fraud risks in Uganda’s financial services sector with the assessment’s
focus being on identifying key vulnerabilities in different technological
infrastructures, operational processes, insider threats, and fraud detection
systems. (3marks).

General qualifications of the cyber security expert. A minimum of a bachelor’s 4
degree or equivalent in Technology, Computer science or any other relevant
discipline. (1 mark)

The cyber security expert must have certifications such as certified information
systems security professional (CISSP), Certified Ethical Hacker (CEH), Certified
Information Systems Managers (CISM), Certified Information Systems Auditor
(CISA) or equivalent. (2 marks)

Certifications in security standards like ISO27001, PCI-DSS Certifications for the
banking sector would be an added advantage (1mark).

Suitability for the assignment for the cyber security expert. 4
The cyber security expert must have a minimum of five (5) years’ experience
demonstrated in cyber security domain, cyber risk assessments, and other related
experience. (2 marks).

In addition, the expert must be qualified personnel with skills in software security
testing, experience in firewall software configuration, encryption software, network
security, enterprise security solutions, web secure gateways, WEB Application
Firewalls or equivalent. (2 marks).

General qualifications of the Fraud risk expert. A minimum of a bachelor’s 3
degree or equivalent in Fraud Risk Management, law, Computer Science,
Finance, Banking, Development Studies, Development Studies, or any other
relevant discipline. (1 marks)

The fraud expert must have Certification in fraud risk assessments such as
Certified Fraud Examiner (CFE), Certified Anti-Money Laundering Specialist
(CAMS), Certified Financial Crime Specialist (CFCS),Certificate in Fraud Risk
Management (CFRM), Certified in Financial Forensics (CFF),Certified Internal
Controls Auditor (CICA) or an equivalent. (2 marks)
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Suitability for the assignment for the Fraud risk expert. 4
The fraud risk expert must have a minimum of seven (7) years of professional
experience demonstrated in fraud risk management, financial crime
investigations, or forensic auditing within the banking, financial services, or
regulatory sector. (2marks)

In addition, the expert must have proven experience in conducting fraud risk
assessments using innovative tools and methodologies, gap analysis, and policy
development for financial institutions or similar organizations (2 marks)

Subtotal for the team Comiosition 30

Clarity and feasibility of the proposed approach and methodology to project 20
implementation. Amongst others;
= The proposed approach must detail the step-by-step process for executing
the project, including key phases such as data collection, stakeholder
engagement, risk analysis, and reporting.
= It should outline specific tools, frameworks, and methodologies to be
employed in identifying and assessing cyber and fraud risks within the
financial services sector.
= The methodology must address how stakeholder cooperation, such as
collaboration with member institutions, regulators, and law enforcement, will
be achieved.
= The approach should demonstrate an understanding of Uganda’s financial
sector context and its unique challenges, including compliance with local
and international standards.

Adequacy of the Work plan. 10
With clear timelines.

= Clear timelines, milestones, and deliverables must be provided, along with
a realistic work plan.

Sub-Total 30

GrandTotal | 100]

Minimum technical score: The mark required to pass the technical evaluation is 75%.

Financial Criteria:

Pricing information should not appear in any other section of the proposal other than the financial
proposal.

Currency: Proposals may be priced in Uganda Shillings or any other freely convertible currency
and in up to two currencies. The currency of evaluation will be Uganda Shillings. Proposals in other
currencies will be converted to this currency for evaluation purposes only, using the exchange rates
published by the Bank of Uganda on the date of the submission deadline.

Best Evaluated Bid: The best evaluated bid shall be the firm with the highest technical score and

shall be recommended for award of contract. FSD Uganda shall issue a Notice of Best Evaluated
Bidder within two working days from the decision when the evaluation report is approved.
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Post _qualification:
FSD Uganda shall determine to its satisfaction whether the best evaluated bidder is qualified to
perform the contract satisfactorily, hence a post qualification may be undertaken. In the event the
best evaluated bidder does not meet qualification evaluation criteria, the exercise shall be
undertaken for the next best evaluated bidder.

Award of contract: Award of contract shall be by placement of an Agreement. FSD Uganda shall
not award a contract to the best evaluated bidder until the lapse of ten working days after the date
of display of the Notice of Best Evaluated Bidder. However, FSD Uganda is at liberty to proceed if
it has written acknowledgement of acceptance of FSD Uganda’s final decision from the rejected
bidders.

Right to Review: Consultants may seek administrative review by the Executive Director if they
are aggrieved with the decision of FSD Uganda within the timeframe stipulated in the notification
of bid award email.

Proposal preparation costs. Costs incurred in the preparation of the proposal shall be borne by
the consultant. FSD Uganda is not bound to award the tender to the lowest bidder.

1.2 Proposal Forms
1.2.1 Technical Proposal

1.2.1.1 Technical Proposal Submission Sheet

[Complete this form with all the requested details and submit it as the first page of your technical
proposal, with the documents requested above attached. Ensure that your technical proposal is
authorized in the signature block below. A signature and authorization on this form will confirm
that the terms and conditions of this RFP prevail over any attachments. If your proposal is not
authorized, it may be rejected.]

Proposal Addressed to: FSD Uganda
Date of Technical Proposal:
Procurement Reference Number:
Subject of Procurement:

I/We offer to provide the services described in the Statement of Requirements, in accordance
with the terms and conditions stated in your Request for Proposals referenced above.

I/'We confirm that I/we are eligible to participate in procurement and meet the eligibility criteria
specified in Part 1: Proposal Procedures of your Request for Proposals.

I/'We have signed and undertake to abide by the Code of Ethical Conduct for Bidders and
Providers attached during the procurement process and the execution of any resulting contract;

My/Our proposal shall be valid until [insert date, month and year] and it
shall remain binding upon us and may be accepted at any time before or on that date;

I/We enclose a separately sealed financial proposal.

Technical Proposal Authorised By:

Signature: Name:
Position: Date:
Authorised for and on behalf of: (DD/MM/YY)
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Company:

Address:

1.2.1.2 Code of ethical conduct in business for bidders and providers

i. Ethical Principles
Bidders and providers shall at all times-
(a) maintain integrity and independence in their professional judgement and conduct;
(b) comply with both the letter and the spirit of-
i. the laws of Uganda; and
ii. any contract awarded.
(c) avoid associations with businesses and organisations which are in conflict with this code.

ii. Standards
Bidders and providers shall-
(a) strive to provide works, services and supplies of high quality and accept full responsibility
for all works, services or supplies provided;
(b) comply with the professional standards of their industry or of any professional body of
which they are members.
iii.  Conflict of Interest
Bidders and providers shall not accept contracts which would constitute a conflict of interest
with any prior or current contract with FSD Uganda. Bidders and providers shall disclose to
all concerned parties those conflicts of interest that cannot reasonably be avoided or
escaped.

iv.  Confidentiality and Accuracy of Information
(1) Information given by bidders and providers in the course of procurement processes, or the
performance of contracts shall be true, fair and not designed to mislead.
(2) Providers shall respect the confidentiality of information received in the course of
performance of a contract and shall not use such information for personal gain.

v. Gifts and Hospitality
Bidders and providers shall not offer gifts or hospitality directly or indirectly, to staff of FSD
Uganda that might be viewed by others as having an influence on the procurement decision.

vi. Inducements
(1) Bidders and providers shall not offer or give anything of value to influence the action of
the FSD Uganda staff in the procurement process or in contract execution.
(2) Bidders and providers shall not ask FSD Uganda staff to do anything which is inconsistent
with the FSD Uganda Procurement Policy and Manual, or the Code of Ethical Conduct in
Business.
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Vil. Fraudulent
Practices
Bidders and providers shall not-
(a) collude with other businesses and organisations with the intention of depriving FSD
Uganda of the benefits of free and open competition;
(b) enter into business arrangements that might prevent the effective operation of fair
competition;
(c) engage in deceptive financial practices, such as bribery, double billing or other improper
financial practices;
(d) misrepresent facts in order to influence a procurement process or the execution of a
contract to the detriment of FSD Uganda; or utter false documents;
(e) unlawfully obtain information relating to a procurement process in order to influence the
process or execution of a contract to the detriment of the FSD Uganda;
(f) withholding information from the FSD Uganda during contract execution to
the detriment of the FSD Uganda.

PSPPI PPPPPPPPTPP agree to comply with the above code of ethical conduct in
business.

AUTHORISED SIGNATORY NAME OF CONSULTANT
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1.2.1.3 Consultant’s References.
(Relevant services carried out in the last 5 years that best illustrate experience.
Using the format below, provide information on each assignment for which the Consultant,
either individually as a corporate entity or as one of the major companies within an
association, was legally contracted.)

Consultant's Name:

Assignment name: Country:

Location within country: Professional Staff provided by
consultant (profiles):

Name of client: Number of staff:
Address: Number of Staff-Months; Duration of
assignment:
Start date| Completion Approx. Value of services (in Current
(Month/Year): date US$):
(Month/Year):

Name of Associated Consultants, if any: [No. of Months of Professional Staff
provided by Associated Consultants:

Name of senior staff (Project Director/Coordinator, Team Leader) involved and
functions performed:

Narrative description of Project:

Description of actual services provided by your Staff:
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1.2.1.4 Comments and Suggestions on the Terms of Reference.
[Comments and suggestions on the Terms of Reference that could improve the
quality/effectiveness of the assignment.

On the Terms of Reference
{Improvements to the Terms of Reference, if any}
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1.2.1.5 Description of the Methodology for performing the Assignment.
A description of the approach, methodology and work plan for performing the assignment,
including a detailed description of the proposed methodology.
{Suggested structure of your Technical Proposal}:

a) Technical Approach and Methodology
b) Work Plan
¢) Organization and Staffing

A. Technical Approach and Methodology. {Please explain your understanding of the
objectives of the assignment as outlined in the Terms of Reference (TORSs), the
technical approach and the methodology you would adopt for implementing the tasks
to deliver the expected output(s), and the degree of detail of such output. {Please do
not repeat/copy the TORs in here}

B. Work Plan. {Please outline the plan for the implementation of the main
activities/tasks of the assignment, their content and duration, phasing and
interrelations, milestones (including approvals by the Client), and tentative delivery
dates of the reports. The proposed work plan should be consistent with the technical
approach and methodology , showing your understanding of the TOR and ability to
translate them into a feasible working plan. A list of the final documents (including
reports) to be delivered as final output(s) should be included here. The work plan
should be consistent with the Work Schedule Form.}

C. Organization and Staffing. {Please describe the structure and composition of your
team, including the list of the Key Experts, Non-Key Experts and relevant technical
and administrative support staff.}
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1.2.1.6 Team Composition and Task Assignments.

1. Technical Staff

Name

Position

Task(s)

2. Support Staff (where applicable)

Name

Position

Task(s)




Consultancy services to provide a Comprehensive assessment of the Cyber & Fraud Risk I 00900

Landscape in Uganda’s Financial services Sector.

1.2.1.7 Format of Curriculum Vitae for Proposed Professional/technical Staff.
CURRICULUM VITAE (CV)

Position Title and No. {e.g., A-l, TEAM LEADER}
Name of Expert: {Insert full name}

Date of Birth: {day/month/year}

Country of

Citizenship/Resid

Education: {List college/university or other specialized education, giving names of
educational

Employment record relevant to the assignment: {Starting with present position, list in
reverse order. Please provide dates, name of employing organization, titles of positions
held, types of activities performed and location of the assignment, and contact information
of previous clients and employing organization(s) who can be contacted for references.
Past employment that is not relevant to the assignment does not need to be included.}

Period Em ploying organization | Country Summary of
and you r title/position. activities
Contact information  for performedrelevant to the
references Assignment

[e.q., [e.q., Ministry,

May advisor/consultant to...

2005- For references:

present] Contact Address

Membership in Professional Associations and Publications:

Language Skills (indicate only languages in which you can work):
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Adequacy for the Assignment:

Detailed Tasks Assigned on Reference to Prior
Consultant's Team of Experts: Work/Assignments that Best
lllustrates Capability to Handle the
Assigned Tasks

{List all deliverables/tasks in which the
Expert will be involved)

Expert's contact information: (e-mail ..................... , phone .............. ) Certification:

I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly
describes myself, my qualifications, and my experience, and | am available to undertake
the assignment in case of an award. | understand that any misstatement or
misrepresentation described herein may lead to my disqualification or dismissal by the
Client, and/or sanctions by the Bank.

{day/month/year}
Name of Date
Expert .
Signature
{day/month/year}
Signature

Name of authorized Date

Representative of the
Consultant (the same who
signs the Proposal)
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1.2.1.8 Estimated Time Schedule for Professional Staff. Activity (Work)
Schedule.

[The information requested is required in the format provided below and should be
included by the Consultant in its proposal. Consultants may reproduce this format in
landscape format if more practical but are responsible for its accurate reproduction.}

Estimated Time Schedule for the Team

Name Position Task(s) weeks No. of days

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]

Full-time: Part-time:

Signature: (Authorised Representative)

Full Name:

Consultant;
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1.2.2 Financial Proposal

a. Financial Proposal Submission Sheet
[Complete this form with all the requested details and submit it as the first page of your
financial proposal, with the documents requested above attached. Ensure that your
proposal is authorized in the signature block below. A signature and authorization on
this form will confirm that the terms and conditions of this RFP prevail over any
attachments. If your proposal is not authorized, it may be rejected. The total price of
the proposal should

be expressed in the currency or currencies permitted in the instructions above.]

Proposal Addressed: FSD Uganda

Date of Financial Proposal:

Procurement Reference Number:

Subject of Procurement:

The total price of our proposal is:

We confirm that the rates quoted in our Financial Proposal are fixed and firm for the
duration of the validity period and will not be subject to revision or variation.

Financial Proposal Authorised By:

Signature: Name:

Position: Date:

(DD/MM/YY)

Authorised for and on behalf of:

Company:

Address:
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1.2.2.1.1 BREAKDOWN OF LUMP SUM PRICE

[Complete this form with details of all your costs and submit it as part of your financial
proposal. Where your costs are in more than one currency, submit a separate form for

each currency. Authorize the rates quoted in the signature block below.]
Procurement Reference Number:

Currency of Costs:

FEES

Name and Position of Personnel | Input Unit of | Rate Total Price
Quantity Input

TOTAL:

REIMBURSABLE AND MISCELLANEOUS COSTS

Description of Cost Quantity Unit of | Unit Price | Total Price

Measure
TOTAL:

TOTAL LUMP SUM PRICE IN CURRENCY(INCLUSIVE OF VAT):

Breakdown of Lump Sum Price Authorised By:

Signature: Name:

Position: Date:

(DD/MM/YY)

Authorised for and on behalf of:

Company:
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2.1

Part 2 Terms of Reference

Consultancy services to provide a Comprehensive assessment of the Cyber &
Fraud Risk Landscape in Uganda’s Financial services Sector.

Background

Uganda’s financial services sector comprises a diverse range of both formal and informal
institutions, including commercial banks, microfinance deposit-taking institutions (MDIs),
credit institutions, Payment Service Providers (PSPs) and Payment Systems Operators
(PSOs) amongst others. These providers operate under various industry associations,
such as the Uganda Bankers' Association (UBA), Payment Service Providers Association
(PSPA), and the Association of Microfinance Institutions of Uganda (AMFIU), and are
regulated by institutions including the Bank of Uganda (BoU), Uganda Microfinance
Regulatory Authority (UMRA), Uganda Communications Commission (UCC), and
Financial Intelligence Authority (FIA). Collectively, these institutions play a crucial role in
driving financial inclusion, supporting economic growth, and facilitating both domestic and
international transactions.

In the past decade, significant progress has been made in expanding financial access
through innovations such as mobile money, agent banking, and mobile banking services.
Millions of Ugandans now depend on these digital solutions for daily transactions, making
them integral to the country’s financial ecosystem. Furthermore, platforms offering
financial services such as lending, payments, and savings have gained widespread
usage, particularly in response to the rising demand for convenient, low-cost financial
services.

However, as the sector becomes more interconnected and reliant on digital platforms, it
faces significant cybersecurity and fraud challenges. The increasing sophistication of
cybersecurity threats, financial fraud schemes, identity theft, and money laundering
exposes institutions to financial losses, operational disruptions, and reputational damage.
Without a comprehensive understanding of these risks, the sector remains vulnerable,
potentially undermining confidence in the entire financial system.

Given this complexity, a comprehensive assessment of the cyber and fraud risk landscape
is essential. Such an assessment will provide valuable insights into existing vulnerabilities
and potential threats, identify systemic gaps, and recommend actionable strategies to
mitigate risks. Furthermore, this assessment will explore opportunities to strengthen the
cyber and fraud risk landscape and by doing so, it aims to improve the resilience of
institutions that are instrumental in promoting financial inclusion.

This Terms of Reference (TOR) outlines the requirements and expectations from a
consultant to carry out a comprehensive assessment of the cyber and fraud risk
landscape in Uganda’s financial services sector. The goal is to equip the sector with
actionable recommendations that will mitigate risks, enhance collaboration, and build
capacity to ensure a secure and resilient financial ecosystem.
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2.2 Objectives of this project;
2.2.1 Below are the primary objectives of this consultancy.

1. Comprehensive Cyber & Fraud Risk Assessment: Conduct a thorough evaluation
of the cybersecurity and fraud risks in Uganda’s financial services sector. This
assessment will focus on identifying key vulnerabilities in technological
infrastructures, operational processes, insider threats, and fraud detection systems
across UBA & PSPA members, and Tier IV member Institutions.

2. Strategic Recommendations for Risk Mitigation: Develop actionable strategies
and recommendations to mitigate the identified risks. These recommendations will
be aimed at strengthening the overall resilience of financial institutions against both
internal and external cyber and fraud threats.

2.2.2 Scope of work
The consultant will perform the following tasks:

a) Cyber & Fraud Risk Landscape Assessment
= Conduct a detailed evaluation of cybersecurity threats faced by UBA & PSPA and
Tier IV member institutions and assess the impact of emerging technologies such
as mobile banking and digital payments on the financial sector's exposure to risks.

= Perform a literature review of the fraud landscape in Uganda’s financial sector,
including types, trends and impact of fraud affecting UBA, PSPA, and Tier IV
member institutions. This review will set the context for targeted recommendations
and interventions.

= Conduct a comprehensive skills gap and capacity-building needs assessment
across UBA & PSPA members, with a focus on identifying cybersecurity and fraud
risk management competencies required at all levels.

» |dentify and map out key fraud schemes, including internal fraud risks posed by
employees, through a thorough review of internal & external reports.

= Consumer protection mechanisms — Conduct an assessment of the consumer
protection mechanisms in place (tools, support systems and policies) that protect
the consumer from fraud and provide recommendations to close any gaps or areas
of improvement.

» Assess the adequacy of cybersecurity and fraud risk frameworks and detection
systems currently employed by financial institutions.

= Examine the response readiness of UBA & PSPA members to cyber and fraud
incidents.

= Develop a comprehensive cyber & fraud risk profile for various UBA & PSPA
members.

= Benchmarking best practices — Conduct a comparative analysis to countries with
similar contexts as Uganda on how they have managed fraud and cybersecurity
within their financial sectors. This would provide actionable insights to enhance
Uganda’s Cybersecurity framework.
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b) Development of Strategic Recommendations for Risk Mitigation
» Based on the findings from the risk assessment, propose strategic interventions
to address identified vulnerabilities and improve the overall cyber & fraud risk
landscape across the sector.

2.3 Deliverables.
The Consultant is expected to deliver the following:

a) Inception Report: Outlining the approach, methodology, and work plan.

b) Cybersecurity and Fraud Risk Assessment Report for the financial sector: Detailing
findings of the assessment, key identified risks and risk profiles, impact of fraud on
customers and financial institutions and opportunities for improvement.

c) Capacity Building needs assessment report: Detail skills gaps and training needs
across financial institutions in relation to cyber and fraud Risk management

d) Consumer Protection enhancement plan: Recommendations to strengthen
consumer protection mechanisms against cyber & fraud risk

e) Comparative Benchmarking Analysis: A summary of best practices from similar
countries with respect to cyber & fraud risk management in the financial services
sector.

f) Strategic Risk Mitigation plan: Detailing targeted interventions and actionable
strategies to improve cybersecurity and fraud risk management in the immediate,
short-term and long term

g) Final Consultancy Report: Detailing the methodology used, summary of key
recommendations, and an actionable implementation road map

2.4 Confidentiality
All information contained in this TOR is provided on a strictly confidential basis, solely
for the use of prospective consultants intending to supply services for the above
assignment. It is a condition that the potential consultant shall:

a) Take all reasonable measures to protect this confidentiality and avoid the
unauthorised use, disclosure, publication, or dissemination of confidential
information.

a) Not use this information other than for the purposes of preparation of a proposal

b) Not disclose, publish, or otherwise reveal any information contained herein except
with specific prior written authorisation of FSD Uganda.

2.5 Timelines
The assignment is expected to be completed over three (3) months period from the

signing of the contract.

2.6 Reporting
The prospective consultant will report directly to the Uganda Bankers’ Association
project Manager and to the Digital Economy Lead, FSD Uganda.

2.7 Submission of the proposal

Eligible and interested consultant(s) are hereby invited to electronically submit their
technical and financial proposals. These should be sent to the procurement Team,
Financial Sector Deepening Uganda, no later than 26 February 2024. The email address
for submission of proposal is: procurement@fsduganda.or.ug. The proposal should
include:

a) Technical Proposal:

b) Methodology, work plan, and team composition.

c) Experience and References: Relevant experience and references from similar

assignments
d) Financial Proposal (Password Protected): Detailed budget breakdown.
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3 Part 3: Proposal Checklist

Complete this form with all the requested details and submit it as the second page after the
technical proposal Submission sheet of your technical proposal. Kindly populate the check list
and ensure that it is signed off by the authorized representative.

proposal)

Checklist for Proposal Submissions (to be completed and returned with the technical

Name of Bidder:

Description of requirements

Submission status
(Yes/No)

Comments

Eligibility requirements (Consulting firms)

Certificate of Incorporation or an equivalent.

A copy of the Bidder’s current Trading Licence
(2025) or equivalent and a copy of the Bidder’s
Certificate of Registration or an equivalent.

Evidence of fulfilment of obligations to pay taxes
(Transaction tax clearance certificate) (2025 or
equivalent

Administrative requirements

Adherence to the bid validity period of 31 May
2025

Signed Code of Ethical Conduct in Business for
Bidders and Providers;

Power of attorney registered with the registrar of
documents if signed in Uganda or a notarised
power of attorney if signed outside Uganda. if this
is not available at the time of submitting a bid, a
bidder might be requested to submit one if they
emerge as the Best evaluated bidder (BEB), else
FSD Uganda might enter into a contract with the
second BEB.

Submission of a password protected financial
proposal.

Signed Technical proposal Submission Sheet.

Proposal submission requirements

Technical proposal

Financial proposal (Password protected)

Notes

been provided.

If for any reason, a requirement has not been provided, kindly provide a reason why it has not

Technical Proposal Authorised By:

Signature: Name:
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Position: Date:

(DD/MM/YY)

Authorised for and on behalf of;

Company:

Address:




