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TERMS OF REFERENCE FOR AN INDIVIDUAL CONSULTANT TO PROVIDE LEGAL ADVISORY
SERVICES ON CONSUMER PROTECTION, DATA PROTECTION, GOVERNANCE, AND
LICENSING FOR USE OF PSYCHOMETRIC CREDIT RISK SCORING ON THE FSD
UGANDA DIGITAL CREDIT GUARANTEE FACILITY

BACKGROUND AND CONTEXT

1. About Financial Sector Deepening (FSD) Uganda

Financial Sector Deepening (FSD) Uganda is an independent not for profit company
committed to promoting greater access to and usage of financial services in Uganda. FSD
Uganda seeks to develop a more inclusive financial sector with a focus on low income
individuals, particularly women and youth, smallholder farmers, Micro, Small and Medium
Enterprises (MSMEs) and refugees.

FSD Uganda works with both public and private sector players to develop sustainable
improvements in the livelihoods of low income individuals through reduced vulnerability
to shocks, increased incomes, and employment creation. We support innovation, conduct
research, help promote and improve policy, laws and regulation that shape the financial
sector in Uganda through targeted technical assistance and grants. FSD Uganda is
funded by the Mastercard Foundation, Gates Foundation and the European Union. We
are part of a network of nine financial inclusion organizations working in Sub Saharan
Africa.

2. About Mastercard Foundation

Mastercard Foundation is a registered Canadian charity which works with visionary
organizations to advance financial inclusion and education to enable young people in
Africa and indigenous youth in Canada to access dignified and fulfilling work. The
Foundation’s Young Africa Works Strategy seeks to enable 30 million of these young
people to access dignified and fulfilling work by 2030. In Uganda, the strategy envisions
“a robust, inclusive, and resilient private sector led economy driven by empowered youth
and strong sustainable institutions operating in an enabling, functional and supportive
ecosystem”. By 2030, the Mastercard Foundation in Uganda aims to enable 4.3 million
youth (70% female, 7% refugees and 5% persons with disabilities) in Uganda to transition
to dignified and fulfilling work.

Uganda’s development plan is private sector led and puts the private sector at the
forefront of the country’'s growth and development agenda. Aligned to the broader
national goal, the Foundation’s strategy is private sector led and is delivered through:
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i) Strengthening systems and institutions to enable inclusive, responsive, accessible,
and affordable services and products to improve the livelihoods of young women
and men.

i) Supporting disruptive interventions that address the root causes of the barriers
faced by youth by challenging the status quo, adapting new models, and focusing
on interventions that prepare young people for the future of work.

iii) Leveraging an integrated portfolio of partners and emerging partnership practices
to replicate successful youth employment models at scale.

3. About the Unfunded Digital Credit Guarantee Facility Pilot Project

FSD Uganda and ASIGMA Capital Advisory Services Ltd have been engaged by the

Mastercard Foundation to Pilot a US$5 Million unfunded Digital Credit Guarantee Facility

for a period of 14 months. The goal of the pilot is to enhance digital access to credit for

Women, youth, Person with Disabilities (PwD), and youth MSMEs through

uncollateralized digital lending (utilizing credit scores) by leveraging the unfunded

guarantee fund to crowd in other Financial Services Providers.

Specifically, the pilot project aims to:

e Reduce the overall cost of credit through risk based pricing and competitive product
differentiation

¢ Incentivize financial institutions to lend to the bottom of the pyramid customers by
guaranteeing ‘against’ potential credit losses from this segment.

e Promote the use of data driven lending by leveraging the use of technology.

e Achieve fair geographical spread and impact by tapping into the extensive reach of
digital lending channels.

e Foster a culture of continuous learning and knowledge sharing among key
stakeholders with the goal of leveraging insights and lessons to inform project
scalability, optimization, and successful implementation of the post pilot phase.

4. Objective and Scope of work
The project is seeking an individual consultant to provide legal and regulatory advisory
services to support the development and implementation of the Digital Credit Guarantee
Facility's psychometric credit assessment framework and scoring methodologies to
facilitate responsible lending to Persons with Disabilities (PwDs) under the Digital Credit
Guarantee Facility.

Through a selected Technology partner, the project will support the development,
accessibility adaptation, validation, and governance of a consent based psychometric
credit assessment protocol designed to reduce exclusion of persons with disabilities from
formal finance. The resulting methodology, technical standards, accessibility guidance,
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validation evidence, and consumer protection framework developed by the Technology

partner will be made available on a non exclusive public interest basis to eligible regulated

financial service providers.

The Consultant will ensure that the collection, processing, sharing, governance and use of

psychometric and alternative data comply with applicable laws, consumer protection

principles and international best practices.

The Consultant will further advise FSD Uganda on governance arrangements, licensing

frameworks and institutional mechanisms for managing the psychometric scoring and

credit risk scoring module as a public interest digital resource that can be responsibly

adopted by participating financial institutions and ecosystem partners.

For avoidance of doubt, disability status or disability related information shall not be used

as a predictor, input variable, weighting factor or decision rule in the psychometric credit

risk score or lending decision. Where such information is collected for programme

eligibility, accessibility, reasonable accommodation, monitoring, evaluation or fairness

assessment, the Consultant shall advise on appropriate purpose limitation, segregation,

access controls and lawful use.

Specifically, the consumer protection and data protection legal expert will:
a) Legal and regulatory architecture for the public interest resource

Review the proposed end to end operating model for development, validation,
deployment, use and future reuse of the psychometric credit assessment
protocol.

Identify the laws, regulations and regulatory requirements applicable to
psychometric data, alternative data, credit scoring, digital lending, consumer
protection, data protection, credit referencing and automated or model assisted
decision making.

Define the legal and regulatory conditions under which the assessment protocol,
scoring methodology, validation evidence and associated implementation
materials may be used by eligible institutions.

Identify any approvals, registrations, notifications or regulatory engagements
required before piloting, deployment, publication, licensing or scale up.

Clarify the legal responsibilities of FSD Uganda, The Technology partner,
participating FSPs, any credit bureau or intermediary, researchers and
governance bodies.

Develop a phased legal and regulatory compliance roadmap.

b) Definition and packaging of the public interest resource
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e  Work with FSD Uganda and the other technical specialists to define which grant
funded outputs form part of the public interest resource.

e Distinguish:

o materials intended for publication;

o mMmaterials available only to accredited users;

o confidential commercial or security information; and

o individual level data that must never be made publicly available.
o Develop a public interest resource register covering, as applicable:

o the psychometric assessment protocol;

o accessibility requirements;

o scoring and validation methodology;

o validation findings;

o fairness testing protocols;

o data dictionary;

o implementation guidance;

o consumer protection procedures;

o governance rules;

o monitoring requirements; and

o licensing conditions.

e Review the public interest documentation prepared by the Technology partner
and the Technical Advisor to ensure consistency with the agreed legal, consumer
protection and licensing framework.

o Develop appropriate notices, disclaimers, conditions of use and limitations for the
resource.

The assessment resource specifically envisages that the protocol, accessibility guidance,
validation evidence, consumer protection framework and implementation tools will be
broadly reusable on a non exclusive basis.

c) Consumer protection and responsible use
e Review minimum consumer protection framework for use of psychometric
scoring in credit decisions.
e Review guidance on consumer messaging to ensure that consumers receive
accessible and understandable information on:
o Why the assessment is being conducted,;
o what information is collected;
o how the score will be used;
o how it may affect approval, rejection, pricing or loan limits;
o Wwhat other data are considered; and
o the limitations of the assessment.
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e Review requirements for explaining model assisted lending decisions.

e Review procedures for correction of inaccurate information, human review,
appeals and complaints.

e Review minimum requirements for adverse decision notices.

o Define prohibited practices, including discriminatory, coercive, misleading or
unrelated uses of the assessment.

e Ensure that a person is not denied credit solely through an automated
psychometric score without an accessible and meaningful review or appeal

mechanism.

Determine whether any credit approval, rejection, pricing, loan limit or other materially
conseguential decision is made solely or substantially through automated processing,
and advise on the legal, disclosure, human review and recourse requirements applicable

to such decision making.

d) Data protection, controlled access and informed consent
e Review the complete data lifecycle for psychometric responses, scores, profiles
and alternative data.
e Conduct a legal and privacy risk assessment covering collection, use, storage,
sharing, portability, retention, deletion and research access.
e Review the partner developed legal basis and consent requirements for each
stage of processing.
e Review the partner developed accessible, informed, specific and revocable
consent arrangements.
e Review partner processes and tools that enable individuals to:
o View information held about them;
o correcterrors;
o authorise access for a specific lender, product, purpose and period;
o withdraw consent for future sharing; and
o request human review.
e Establish legal requirements for secure, de identified or controlled research
access.
¢ Review retention, deletion, breach notification and data subject rights
procedures.
e Review whether the consent and privacy requirements are reflected in the
Technology partner and FSPs' proposed customer journeys.

e Assess whether each category of information collected is necessary and
proportionate to the stated purpose and establish minimum data requirements
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for participant onboarding, psychometric assessment, credit scoring, monitoring,
evaluation and research.

¢ Prepare a data flow and accountability matrix identifying each participating
entity, the categories of personal data accessed or processed, the purpose and
legal basis of processing, the applicable controller/processor or other role,
permitted onward sharing, retention requirements and the contractual
arrangement governing each data flow.

o Define the legal and operational consequences of withdrawal of consent at
different stages of the customer journey, including after psychometric
assessment, scoring, credit approval, loan disbursement and completion of the
credit relationship.

f) Public interest governance and independent oversight
The Consultant will:

e Conduct a legal, regulatory, and compliance assessment and produce a roadmap
covering data protection, consumer protection, digital credit regulation, credit
scoring, automated and model-assisted decision making, regulatory
engagement requirements, and the legal conditions for human review and
recourse.

e Develop the governance arrangements for ownership, stewardship, maintenance
and oversight of the public interest resource.

e Define the roles of FSD Uganda, Technology partner, participating FSPs,
regulators, OPDs, consumer representatives and other stakeholders.

e Recommend the composition, authority and operating procedures of an
independent multi stakeholder oversight structure.

e Develop procedures for:

o admitting new authorised users;

o approving changes to the methodology or resource;
o monitoring compliance;

o reviewing fairness and consumer outcomes;

o Mmanaging conflicts of interest;

o addressing complaints and misuse; and

o suspending or terminating access.

e Define reporting requirements covering consumer outcomes, complaints,
fairness, use of the resource and compliance with licence conditions.

e Ensure that governance arrangements meaningfully include persons with
disabilities and their representative organisations

g) Intellectual property, ownership and public interest licensing
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The Consultant will:
¢ Identify background intellectual property contributed by Technology partner and
other parties.
o Identify outputs created or financed through the charitable grant.
¢ Advise on ownership and stewardship of the grant funded methodology,
standards, documentation, validation evidence and future enhancements.
e Develop a non exclusive public interest licensing structure that enables eligible
regulated users to access the resource on equivalent and transparent terms.
e Define:
o eligible users;
o permitted uses;
o permitted modifications and derivative works;
o maintenance and version control responsibilities;
o publication and documentation requirements;
o cost recovery principles;
o audit and reporting rights;
o enforcement and termination provisions; and
o research access.
e Establish restrictions against employment screening, insurance pricing,
marketing, surveillance, unrelated profiling and other harmful uses.
e Ensure that the Technology partner, a credit bureau, an FSP or another
intermediary cannot exclusively monetize or control the grant funded resource.
o Develop transparent principles for reasonable cost recovery fees associated with
secure processing, verification or API access.
The public interest assessment calls for a non exclusive license, open technical
documentation, reasonable cost recovery, independent oversight and safeguards
against exclusive ownership or harmful use.

h) Implementation review and finalisation of the resource
The Consultant will:
o Review draft legal, governance, consent, consumer protection, data sharing and
licensing materials during implementation.
e Advise FSD Uganda on whether the Technology partner and participating FSPs
have adequately incorporated the agreed requirements.
e Participate in agreed review points before:
o collection of consumer data;
o model testing;
o live deployment;
o onboarding of additional institutions;
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o publication of documentation; and
o licensing or wider dissemination of the resource.
e Maintain a legal, consumer protection and public interest risk tracker.
e Consolidate and quality assure the legal and governance components of the final
public interest resource.
e Provide recommendations for governance, maintenance and responsible scale
up after the pilot.

5. Deliverables

The consultant is expected to participate in psychometric credit risk scoring and data
governance related activities for the Digital Credit Guarantee Facility including; inception
report and public interest resource development, documentation, and participation in
the review stages.

The Consultant shall:
a) Conduct a legal, regulatory, and compliance assessment and produce a roadmap
covering data protection, consumer protection, digital credit regulation, credit
scoring, automated decision making, and regulatory engagement requirements.

b) Develop a public interest resource definition and asset register that classifies and
documents:
e Public and reusable materials;
e Accredited access materials;
e Confidential information;
e Personal data excluded from the public interest resource;
e Ownership of all assets; and
e Responsible custodians for each asset.

c) Undertake a data protection and privacy impact assessment (dpia) covering the
full lifecycle of psychometric responses, credit scores, and all associated personal
and sensitive data.

d) Prepare a partner data flow and accountability matrix covering Consortium
partners, participating financial institutions, and any other consortium member or
third party with access to participant or assessment data.

e) Develop an accessible consent, privacy, and data subject rights package, including:
e Privacy notices;
¢ Consent forms and templates;
e Consent withdrawal procedures;
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Data correction procedures; and
Human review request mechanismes.
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f) A protocol setting out the implications of consent withdrawal at each material

stage of assessment and lending.

g) Design a consumer protection, transparency, and recourse framework that

establishes:

Consumer disclosure standards;

Adverse decision notification procedures;
Complaint and appeals mechanisms;

Human review processes; and

Prohibited practices and consumer safeguards.

h) Develop a portable assessment and data sharing legal framework, including model

agreements and contractual clauses governing data sharing, data processing,

portability, and third party access.

i) Develop a publicinterest governance framework and governance charter defining:

Governance structure and oversight arrangements;
Stakeholder representation;

Decision making authority;

Membership and admission criteria;

Monitoring and compliance mechanisms;
Sanctions for non compliance; and

Accountability arrangements.

j) Conduct an intellectual property (IP) and ownership

distinguishes:

Background intellectual property;
Grant funded intellectual property;
Newly created outputs;

Future enhancements; and
Ownership and usage rights.

assessment that

k) Develop a public interest licensing framework and draft licensing agreement (or

term sheet) that defines:

Non exclusive access arrangements;
Permitted and prohibited uses;
Cost recovery mechanisms;
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Version control and updates;
Audit rights; and
License termination provisions.

I) Prepare and submit a final consolidated public interest resource legal package
comprising all approved legal, governance, consumer protection, data protection,
portability, licensing, and implementation documents, ready for stakeholder
adoption and operationalization.

6. Duration and Contract Period
FSD Uganda will sign a framework contract with the individual consultant for a period of
25 days with varying levels of effort during the period.

7. Education
The ideal Consultant should possess:

a) A Bachelor's degree in Law and postgraduate qualification in legal practice, with
current admission to practise law in Uganda and, where applicable, a valid
practising certificate.

b) Postgraduate qualification in A postgraduate qualification in data protection,
technology law, financial regulation, intellectual property, commercial law or a
related field would be an Recognised Professional training or certification in data
protection, privacy law, digital governance, financial regulation or intellectual
property will be desirable.

c) Postgraduate training, professional certification or demonstrable specialist
practice in intellectual-property law, technology licensing, open-source licensing,
digital public goods or public-interest technology governance would be an
advantage.

8. Eligibility Criteria/Experience
The individuals should demonstrate the following:
i)  Atleast seven years of progressively responsible legal advisory experience in
technology law, intellectual property, digital finance, data protection or related
fields.

ii)  Demonstrated hands on experience designing and drafting open source, open
access, non exclusive or public interest licensing frameworks for digital tools,
methodologies, standards, software, data resources or digital public goods.

iii)  Experience advising on the appropriate licensing treatment of different
components of a digital resource, including software, technical documentation,
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methodologies, validation evidence, standards, data dictionaries and restricted
access data.

iv)  Experience addressing background and foreground intellectual property,
permitted modifications, derivative works, attribution, maintenance, versioning,
future enhancements and ownership of jointly developed outputs.

V)  Experience developing transparent access and reasonable cost recovery
arrangements while protecting against exclusive control, private capture, harmful
use or unauthorised commercialisation.

vi)  Experience drafting or reviewing technology licences, data sharing agreements,
data processing agreements and multi party governance arrangements.

vii)  Experience advising digital public goods, shared technology platforms, public
interest technology initiatives or comparable multi institutional resources.

viii)  Experience supporting programmes promoting financial inclusion of vulnerable
populations, including Persons with Disabilities, women and youth, would be
highly desirable.

Candidates are required to submit at least one of the following:

e Ananonymised licence or licensing framework they drafted,;

e A description of comparable assignments, specifying their personal role;

e References from clients for whom they developed public-interest or shared-use
licensing arrangements; or

e Publications or legal guidance relating to open-source or public-interest licensing.

“NOTE: The Mastercard Foundation adheres to the highest standards of care related to
its programs, those involved in carrying out its mission, and the millions of young people
it supports in accessing dignified and fulfilling work. The Foundation has a zero tolerance
policy for all forms of misconduct and takes seriously its responsibility to improve the
safety and well being of the young people who participate in its programs. This duty of
care is shared by the Foundation’s partners. As such, during recruitment of staff for
Foundation supported programs, all necessary mechanisms are put in place to ascertain
that candidates under consideration share our commitment to safeguarding.”

All work product created by the consultant under this scope of work is “work for hire” and
is the property of FSD Uganda and Mastercard Foundation. The Service Provider will
assign FSD Uganda and Mastercard Foundation all rights, title, interest, and copyright
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that the Service Provider may have from works created in relation to and/or as a result of
the scope of this work.
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