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TERMS OF REFERENCE FOR AN INDIVIDUAL CONSULTANT TO PROVIDE FINANCIAL
SECTOR TECHNOLOGY ASSURANCE, SYSTEMS AUDIT, CYBERSECURITY, DATA
PROTECTION CONTROL AND CREDIT SYSTEM INTEGRATION ASSURANCE FOR

THE FSD UGANDA DIGITAL CREDIT GUARANTEE FACILITY

Background and Context

1. About Financial Sector Deepening (FSD) Uganda
Financial Sector Deepening (FSD) Uganda is an independent not for profit company
committed to promoting greater access to and usage of financial services in Uganda.
FSD Uganda seeks to develop a more inclusive financial sector with a focus on low
income individuals, particularly women and youth, smallholder farmers, Micro, Small
and Medium Enterprises (MSMEs) and refugees.

FSD Uganda works with both public and private sector players to develop sustainable
improvements in the livelihoods of low income individuals through reduced
vulnerability to shocks, increased incomes, and employment creation. We support
innovation, conduct research, help promote and improve policy, laws and regulation
that shape the financial sector in Uganda through targeted technical assistance and
grants. FSD Uganda is funded by the Mastercard Foundation, Gates Foundation and
the European Union. We are part of a network of nine financial inclusion organizations
working in Sub Saharan Africa.

2. About Mastercard Foundation

Mastercard Foundation is a registered Canadian charity which works with visionary
organizations to advance financial inclusion and education to enable young people in
Africa and indigenous youth in Canada to access dignified and fulfilling work. The
Foundation’s Young Africa Works Strategy seeks to enable 30 million of these young
people to access dignified and fulfilling work by 2030. In Uganda, the strategy envisions
“a robust, inclusive, and resilient private sector led economy driven by empowered
youth and strong sustainable institutions operating in an enabling, functional and
supportive ecosystem”. By 2030, the Mastercard Foundation in Uganda aims to enable
4.3 million youth (70% female, 7% refugees and 5% persons with disabilities) in Uganda
to transition to dignified and fulfilling work.

Uganda’s development plan is private sector led and puts the private sector at the
forefront of the country's growth and development agenda. Aligned to the broader
national goal, the Foundation’s strategy is private sector led and is delivered through:
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i) Strengthening systems and institutions to enable inclusive, responsive, accessible,
and affordable services and products to improve the livelihoods of young women
and men.

i) Supporting disruptive interventions that address the root causes of the barriers
faced by youth by challenging the status quo, adapting new models, and focusing
on interventions that prepare young people for the future of work.

iii) Leveraging an integrated portfolio of partners and emerging partnership practices
to replicate successful youth employment models at scale.

3. About the Unfunded Digital Credit Guarantee Facility Pilot Project

FSD Uganda and ASIGMA Capital Advisory Services Ltd have been engaged by the

Mastercard Foundation to Pilot a US$5 Million unfunded Digital Credit Guarantee

Facility for a period of 14 months. The goal of the pilot is to enhance digital access to

credit for Women, youth, Person with Disabilities (PwD), and youth MSMEs through

uncollateralized digital lending (utilizing credit scores) by leveraging the unfunded

guarantee fund to crowd in other Financial Services Providers.

Specifically, the pilot project aims to:

e Reduce the overall cost of credit through risk based pricing and competitive
product differentiation

¢ Incentivize financial institutions to lend to the bottom of the pyramid customers by
guaranteeing ‘against’ potential credit losses from this segment.

e Promote the use of data driven lending by leveraging the use of technology.

e Achieve fair geographical spread and impact by tapping into the extensive reach of
digital lending channels.

e Foster a culture of continuous learning and knowledge sharing among key
stakeholders with the goal of leveraging insights and lessons to inform project
scalability, optimization, and successful implementation of the post pilot phase.

4. Objective and Scope of work

The project is seeking an individual consultant to provide independent financial sector
technology assurance, systems audit, cybersecurity, data protection control and credit
system integration assurance for the Digital Credit Guarantee Facility. The Consultant
will assess whether the technology architecture and deployed controls used by the
Technology Partner, participating financial institutions and relevant consortium or
third party systems securely, accurately and consistently implement the approved
psychometric scoring, data protection, consumer protection and credit decision
requirements.
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The Consultant will verify the effectiveness of technical and organisational controls
across the end to end data and system lifecycle, including assessment capture, scoring,
API transmission, FSP integration, decisioning, storage, monitoring, retention, deletion
and incident response. The assignment is an independent assurance role and does not
include development of the psychometric model or legal interpretation of applicable
requirements, which are covered by the Lead Technical Advisor and Legal Expert
respectively.

For avoidance of doubt, disability status or disability related information shall not be
used as a predictor, input variable, weighting factor or decision rule in the
psychometric credit risk score or lending decision. Where such information is lawfully
processed for eligibility, accessibility, reasonable accommodation, monitoring,
evaluation or fairness assessment, the Consultant shall verify that systems enforce
approved purpose limitation, segregation and access controls.

Specifically, the Cybersecurity, Systems Audit and Financial Sector Integration Advisor
will:

a) End to end systems architecture and data flow assurance

¢ Review the end to end technology architecture supporting psychometric
assessment, scoring, transmission, FSP decisioning, storage, reporting and
monitoring.

e Independently map the actual system and data flows among consortium
partners, participating financial institutions, ASIGMA, hosting or cloud providers,
API providers and any other relevant third parties.

e Compare the observed technical data flows and access paths with the legally
approved data flow and accountability matrix and identify unauthorised,
unnecessary or undocumented flows.

e Assess system boundaries, trust relationships, interfaces, data stores, integrations
and third party dependencies.

¢ Verify that data fields exchanged through APIs and integrations are limited to
those required for the approved purposes and that unnecessary fields are not
collected, transmitted or retained.

e Confirm that psychometric scoring outputs, model versions, decision rules and
lender actions can be traced end to end through appropriate system records and
audit trails.

b) Cybersecurity architecture and control assessment

e Assess the adequacy and effectiveness of technical and organisational security
measures protecting participant, psychometric, credit and operational data.
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¢ Review identity and access management, authentication, authorisation, role
based access, privileged access management and segregation of duties.

¢ Review encryption and key management controls for data at rest and in transit,
including API and database connections.

e Assess application, API, database, network, endpoint, cloud and infrastructure
security controls relevant to the solution.

e Review secure configuration, vulnerability management, patch management,
malware protection, security logging, monitoring and alerting.

¢ Assess environment segregation between development, testing and production
and controls preventing unauthorised use of production data in non production
environments.

e Review backup, restoration, resilience, business continuity and disaster recovery
arrangements for systems supporting the pilot.

e Assess third party and supply chain security risks, including cloud providers,
hosting providers, API services, FSP integrations and sub processors.

c) Data protection control implementation assurance

e Using requirements defined by the Legal Expert, verify that consent, purpose
limitation, access restrictions and data subject preferences are technically
enforced throughout the customer and data journey.

e Assess whether systems implement data minimisation by design, including
forms, databases, APIs, logs, analytics stores and downstream integrations.

¢ Verify implementation of approved retention periods, deletion, anonymisation, de
identification, archival and secure disposal requirements across primary systems,
replicas, logs and backups, as applicable.

e Assess controls for data correction and updating of inaccurate information across
connected systems.

e Verify that consent withdrawal or restrictions on future sharing can be
operationalised in systems in accordance with the protocol defined by the Legal
Expert.

e Assess technical controls for secure research, validation or learning access to de
identified or otherwise appropriately controlled data.

e Confirm that any disability related information used for accessibility, monitoring,
evaluation or fairness assessment is segregated from scoring and lending
decision inputs and is accessible only for approved purposes.

d) Credit system integration and decision control audit
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¢ Review Technology partner and participating FSP integrations from
psychometric assessment completion through scoring, API transmission, credit
decisioning and storage.

o Verify that the scoring model, risk bands, decision rules and integration
specifications deployed in each participating FSP correspond to approved
versions and specifications.

o Assess API specifications, authentication, data field mapping, validation rules,
error handling, retry logic, duplicate handling and failure management
procedures.

o Verify that the technology implementation preserves the approved distinction
between psychometric model outputs and the FSP final lending decision.

e Assess implementation of manual referral, override, exception and human review
pathways and verify that decisions and interventions are logged.

e Assess whether system differences across participating FSPs create material
inconsistencies, control gaps or unintended borrower outcomes.

e Review user acceptance testing, integration testing, security testing, defect
resolution and production readiness evidence.

e Provide an independent systems and integration readiness opinion for each
participating FSP before go live.

e) Audit logging, traceability and change control

e Assess whether audit trails are complete, tamper resistant and sufficient to
reconstruct the relevant data, consent state, score, model version, decision rule,
lender action and any manual intervention for each credit decision.

e Review logging, log retention, access to logs and procedures for investigating
anomalous or unauthorised activity.

e Assess configuration, source code or deployment change controls relevant to the
scoring service and system integrations, including approvals, testing, segregation
of duties, version control and rollback procedures.

e Verify controls preventing unapproved changes to model files, score cut offs, risk
bands, APl mappings or decision rules in production.

e Assess monitoring controls capable of identifying data quality, integration or
security incidents that could affect credit decisions.

f) Security assessment, vulnerability management and testing

e Review available vulnerability assessments, penetration test reports, secure code
or application security assessments and remediation evidence for relevant
components.
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o Where agreed with FSD Uganda and authorised by system owners, conduct or
commission targeted technical testing of high risk components and integrations,
or independently validate testing undertaken by qualified third parties.

e Assess the severity, exploitability and business impact of identified vulnerabilities
and recommend prioritised corrective actions.

o Verify closure or acceptable risk treatment of material findings before production
deployment or continued operation.

e Ensure that testing is conducted under formally approved rules of engagement
and does not compromise live customer systems or data.

g) Security incident response and breach readiness

¢ Review incident detection, escalation, containment, investigation, recovery and
post incident review procedures relevant to the platform and integrations.

e Assess roles and escalation paths among Technology partner, participating FSPs,
ASIGMA, FSD Uganda and relevant third parties during a cybersecurity or data
incident.

e Verify that security logging and evidence preservation are adequate to support
investigation and, where required, legal or regulatory breach notification
processes.

e Assess the adequacy of incident response playbooks for data breach, credential
compromise, APl abuse, system intrusion, data corruption, service outage and
unauthorised data disclosure.

e Review evidence of incident response testing or tabletop exercises and
recommend improvements.

h) Third party technology and security oversight

e Assess the security and technology risks arising from consortium members, FSPs,
cloud or hosting providers, API providers, subcontractors and other third parties
with system or data access.

e Review available third party assurance evidence, such as security certifications,
independent audits, penetration tests, control attestations, policies and
remediation records, on a risk based basis.

e |dentify minimum technology and cybersecurity requirements that should apply
to participating institutions and third party providers.

¢ Recommend ongoing third party monitoring, assurance and escalation
arrangements for FSD Uganda.

i) Ongoing assurance and coordination with other advisors
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¢ Coordinate with the Legal Expert to translate approved legal, consent, privacy,
retention and consumer protection requirements into testable technology
controls.

o Coordinate with the Lead Technical Advisor on findings that could affect model
integrity, data quality, fairness, decision accuracy or deployment readiness, while
avoiding duplication of statistical model validation.

o Agree with FSD Uganda on assurance gates covering architecture, integration
readiness, security readiness, pre deployment approval and post deployment
review.

¢ Maintain a technology, cybersecurity and control risk tracker showing findings,
severity, owners, agreed actions, due dates and closure status.

e Escalate material control weaknesses that could affect confidentiality, integrity,
availability, consumer outcomes, data protection compliance or safe deployment.

e Provide recommendations for secure scale up and onboarding of additional
participating financial institutions.

5.0 Deliverables
The Consultant shall deliver:

¢ An Inception and Technology Assurance Plan setting out the audit methodology,
system access requirements, evidence requests, milestones, risk rating approach
and assurance gates.

¢ Anendtoend Systems Architecture and Data Flow Assurance Report, including a
verified technical data flow map and reconciliation against the approved legal
data flow and accountability matrix.

e A Cybersecurity and Technical Controls Assessment covering identity and access
management, encryption, application/API/database/infrastructure security,
logging, vulnerability management, resilience and third party dependencies.

e A Data Protection Controls Implementation Assessment confirming whether
approved consent, purpose limitation, data minimisation, retention, deletion,
correction, access restriction and segregation requirements are technically
implemented.

e An FSP Integration and Production Readiness Assurance Report for each
participating FSP, including API controls, field mapping, decision engine
integration, audit trails, exception handling and unresolved risks.

e A Security Testing and Vulnerability Assurance Report summarising available
independent testing, any authorised targeted testing, findings, severity,
remediation status and residual risk.
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¢ An Incident Response and Breach Readiness Assessment covering detection,
escalation, containment, evidence preservation, recovery and coordination with
legal notification processes.

e A Third Party Technology and Security Risk Assessment, including minimum
assurance requirements for critical service providers and consortium members.

¢ A Technology, Cybersecurity and Systems Audit Risk Register and corrective
action tracker maintained through the assignment.

¢ Afinal Technology Assurance and Scale Up Report providing an overall readiness
opinion, outstanding conditions, residual risks and recommmendations for secure
expansion of the solution.

6.0 Duration and Contract Period

FSD Uganda will sign a framework contract with the individual consultant for a period of
15 20 days with varying levels of effort over the implementation period, including pre
deployment review, go live assurance and agreed post deployment checks.

7.0 Education
The ideal Consultant should possess:

¢ A master's degree in cybersecurity, information security, computer science,
information systems, software engineering, telecommunications, financial
technology, technology risk or another closely related discipline.

e A bachelor's degree in a relevant discipline may be accepted where the candidate
demonstrates at least 12 years of directly relevant hands on technology assurance,
cybersecurity or systems audit experience in regulated financial services.

¢ Relevant professional certifications such as CISA, CISSP, CISM, CRISC, ISO 27001
Lead Auditor/Implementer, CCSP, CEH/OSCP or equivalent would be a strong
advantage.

e Demonstrated familiarity with data protection by design, secure software/API
architecture and technology risk management in regulated financial services is
required.

8.0 Eligibility Criteria/Experience
The individual should demonstrate the following:

e At least 810 years of progressively responsible experience in cybersecurity,
technology risk, IT audit, systems assurance or information security roles, with
substantial work in regulated financial services, fintech, digital lending, payments
or credit infrastructure.
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¢ Demonstrated experience conducting independent systems audits or technology
control assessments covering applications, APIs, databases, cloud infrastructure
and third party integrations.

¢ Hands on experience assessing identity and access management, encryption,
logging and monitoring, vulnerability management, secure configuration,
incident response, resilience and disaster recovery.

e Experience reviewing digital credit, loan origination, decision engine, credit
bureau, fintech or comparable financial sector integrations.

e Experience with API security, data field mapping, systems integration testing,
audit trails, change management and production readiness assurance.

e Experience assessing implementation of privacy and data protection controls,
including data minimisation, retention, deletion, de identification, access
restriction and consent or purpose controls.

e Ability to interpret vulnerability and penetration test findings and assess
remediation and residual risk. Practical penetration testing capability is an
advantage, but the role is broader than penetration testing alone.

e Experience evaluating third party technology and cybersecurity risk and
reviewing independent assurance evidence from service providers.

e Experience producing board, management or regulator ready technology
assurance reports and clearly prioritised corrective action plans.

e Experience working in emerging markets and with inclusive finance
programmes or services targeting underserved populations would be an
advantage.

¢ Ability to coordinate effectively with legal, model risk, data governance,
accessibility and financial sector specialists while maintaining independent
assurance responsibilities.

Candidates should submit evidence of relevant assignments, such as anonymised
systems audit or technology assurance reports, security assessment summaries,
references from regulated financial institutions or fintechs, or comparable evidence of
hands on delivery.

“NOTE: The Mastercard Foundation adheres to the highest standards of care related to its
programs, those involved in carrying out its mission, and the millions of young people it
supports in accessing dignified and fulfilling work. The Foundation has a zero tolerance
policy for all forms of misconduct and takes seriously its responsibility to improve the
safety and well being of the young people who participate in its programs. This duty of
care is shared by the Foundation’s partners. As such, during recruitment of staff for
Foundation supported programs, all necessary mechanisms are put in place to ascertain
that candidates under consideration share our commitment to safeguarding.”
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All work product created by the consultant under this scope of work is “work for hire” and
is the property of FSD Uganda and Mastercard Foundation. The Service Provider will
assign FSD Uganda and Mastercard Foundation all rights, title, interest, and copyright

that the Service Provider may have from works created in relation to and/or as a result of
the scope of this work.
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